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September 10, 2001
In this article, we will examine how an MPLS network is constructed and how MPLS data flows.  In future MPLS Tutorials, we will examine:
· Introductory MPLS Label Distribution and Signaling 

· Advanced MPLS Signaling 

· MPLS Network Reliance and Recovery 

· Traffic Engineering, MPLambdaS and GMPLS 

In order to assist your further study, I have provided an acronym list and a list of related URLs to accompany each article.  
INTRODUCTION
What is this new protocol that leading telecommunication experts claim “will take over the world”?  Well, you can rest your worried mind – IP and ATM are not on death row.  In fact, it is my belief that MPLS will breathe new life into the marriage of IP and ATM.
The best way to describe the function of MPLS is by using an analogy of a large national firm with campuses located throughout the United States.  Each campus has a central mail-processing point through which mail is sent around the world, as well as to its other campuses.  Since its beginning, the mailroom has been under orders to send all intercampus correspondence via standard first-class mail.  The cost of this postage is calculated into the company’s operational budget.
	KEY ACRONYMS

	MPLS
	Multiple Protocol Label Switching; also, 
Multiple Protocol Lambda Switching

	LER
	Label Edge Router

	LSR
	Label Switch Router

	LIB
	Label Information Base

	LSP
	Label Switch Path

	 FEC
	Forward Equivalence Class; also, Functional Equivalent Class


  

	MPLS HIGHLIGHTS
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MPLS allows for the marriage of IP to layer 2 technologies (such as ATM) by overlaying a protocol on top of IP networks.  
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Network routers equipped with special MPLS software process MPLS labels contained in the Shim Header.
 
[image: image4.png]



Raw IP traffic is presented to the LER, where labels are pushed; these packets are forwarded over LSP to LSR where labels are swapped.
 
[image: image5.png]



At the egress to the network, the LER removes the MPLS labels and marks the IP packets for delivery.  
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If traffic crosses several networks, it can be tunneled across the networks by using stacked labels.



An Introduction to MPLS (continued)
However, for months now, some departments have been complaining that they require overnight delivery and package-tracking services.  As a manager, you set up a system to send three levels of mail between campuses – first class, priority, and express mail.  In order to offset the increased expense of the new services, you bill the departments that use these premium services at the regular USPS rate plus 10%.
Priority and express mail are processed by placing the package into a special envelope with a distinctive label.  These special packets with distinctive labels assure the package priority handling and tracking capability within the postal network.  In order to avoid slowdowns and bottlenecks, the postal facilities in the network created a system that uses sorting tables or sorting databases to expedite these special packets.  
The Construction of an MPLS Network
In an IP network, you can think of routers as post offices or postal sorting stations.  Without a means to mark, classify, and monitor mail, there would be no way to process different classes of mail.  In IP networks, you find a similar situation.  Figure 1 below shows a typical IP network with traffic having no specified route. 
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Figure 1: An IP Network 
An Introduction to MPLS (continued)
In order to designate different classes of service or service priorities, traffic must be marked with special labels as it enters the network.  Special routers called LER (Label Edge Routers) provide this labeling function (Figure 2).  The LER converts IP packets into MPLS packets, and MPLS packets into IP packets.  On the ingress side, the LER examines the incoming packet to determine whether the packet should be labeled.  A special database in the LER matches the destination address to the label.  An MPLS shim header (Figure 3) is attached and the packet is sent on its way.
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Figure 2: IP Network with LERs and an IP packet with Shim header attached
To further explain the MPLS shim header, let's look at the OSI model.  Figure 3 (a) shows OSI layers layer 7 through layer 3 (L7-L3) in red and layer 2 (L2) in yellow.  When an IP packet (layers 2-7) is presented to the LER, it pushes the shim header (b) between layers 2 and 3.  Note that the shim header is neither a part of layer 2 or layer 3; however, it provides a means to relate both layer 2 and layer 3 information. 
The Shim Header (c) consists of 32 bits in four parts – twenty bits are used for the label, three bits for experimental functions, one bit for stack function, and eight bits for time to live (TTL).  It allows for the marriage of ATM (a layer-2 protocol) and IP (a layer-3 protocol).
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Figure 3: The MPLS Shim Header and Format
A shim header is a special header placed between layer two and layer 3 of the OSI model. The shim header contains the label used to forward the MPLS packets.

An Introduction to MPLS (continued)
In order to route traffic across the network once labels have been attached, the non-edge routers serve as LSR (Label Switch Routers).  Note that these devices are still routers.  Packet analysis determines whether they serve as MPLS switches or routers.
The function of LSR is to examine incoming packets.  Providing that a label is present, the LSR will look up and follow the label instructions, and then forward the packet according to the instructions.  In general, the LSR performs a label swapping function.  Figure 4 shows LSR within a network. 
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Figure 4: LSR (Label Switch Routers)
Paths are established between the LER and the LSR.  These paths are called LSP (Label Switch Paths).  The paths are designed for their traffic characteristics; as such, they are very similar to ATM path engineering.  The traffic-handling capability of each path is calculated.  These characteristics can include peak traffic load, inter-packet variation, and dropped packet percentage calculation.
Figure 5 shows the LSP established between MPLS-aware devices.  Because MPLS works as an overlay protocol to IP, the two protocols can co-exist in the same cloud without interference.
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Figure 5: LSP (Label Switch Paths)
An Introduction to MPLS (continued)
BRIEF REVIEW
To review the construction of an MPLS network, the LER adds and/or removes (pops or pushes) labels.  The LSR examines packets, swaps labels, and forwards packets, while the LSP are the pre-assigned, pre-engineered paths that MPLS packets could take.
Right about now, you may be asking whether the advantages of MPLS are worth the extra effort.  Consider for yourself:
Your company uses a database application that is intolerant of packet loss or jitter.  In order to ensure that your prime traffic will get through, you have secured a high-cost circuit, and you have over-provisioned the circuit by 60%.  In other words, you are sending all of your mail as “express mail” for $13.50.
With MPLS, you can have the LER sort your packets and place only your highest priority traffic on the most expensive circuits, while allowing your routine traffic to take other paths.  You have the ability to classify traffic in MPLS terms, and your LER sorts traffic into FECs (Forward Equivalence Classes).  Figure 6 shows the network now broken down into FECs.
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Figure 6: An MPLS Network with Two FECs
An Introduction to MPLS (continued)
Data Flow in an MPLS Network
The simplest form of data “flow” occurs when IP packets are presented to the ingress router (acting as the LER) (Figure 7).  
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Figure 7: Ingress LER Attaches a Shim Header
Much like the mail room that classifies mail to your branch location into routine, priority and overnight mail, the Label Edge Router classifies traffic. In MPLS, this classification process is called forward equivalence class, or FEC for short. 
The LER are the big decision points. LER are responsible for classifying incoming IP traffic and relating the traffic to the appropriate label.  This traffic classification process is called the FEC (Forward Equivalence Class).
LER use several different modes to label traffic.  In the simplest example, the IP packets are “nailed up” to a label and an FEC using preprogrammed tables such as the example shown in Table 1.
	Destination / IP
	Port 
Number
	FEC
	Next Hop
	Label
	Instruction

	199.50.5.1
	80
	B
	x.x.x.x.
	80
	Push

	199.50.5.1
	443
	A
	y.y.y.y 
	17
	Push

	199.50.5.1
	25
	IP
	z.z.z.z
	 
	(Do nothing; native IP)


Table 1: LER Instruction Set
When the MPLS packets leave the LER, they are destined for LSR where they are examined for the presence of labels.  The LSR looks to its forwarding table (called a Label Information Base [LIB] or a connectivity table) for instructions.  The LSR will swap labels according to the LIB instructions.  Table 2 shows an example of a Label Information Base.
An Introduction to MPLS (continued)
	Label/In
	Port In
	Label/Out 
	Port/Out
	FEC
	Instruction Next Hop

	80
	B
	40
	B
	B
	Swap

	17
	A
	18
	C
	A
	Swap


Table 2: A Label Switch Router’s Label Information Base (LIB)
Figure 8 demonstrates the LSR performing its label-swapping functions.
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November 1, 2001
In the first tutorial, we discussed the data flow and the foundational concepts of MPLS networks. In this section, we will introduce the concepts and application of MPLS label distribution and introduce MPLS  signaling.  Moving forward, there will be a tutorial on Advanced MPLS Signaling.
Vocabulary
· Border Gateway Protocol (BGP) 

· Binding 

· Constrained Router Label Distribution Protocol (CR-LDP) 

· Down Stream on Demand (DOD) 

· Down Stream Unsolicited (DOU) 

· Explicit Routing 

· Independent Control 

· Implicit Routing 

· Intermediate System to Intermediate System (IS-IS) 

· Label Distribution Protocol (LDP) 

· Next Hop Label Forward Entry (NHLFE) 

· Ordered Control 

· Open Shortest Path First with Traffic Engineering (OSPF-TE) 

· Resource Reservation Setup Protocol with Traffic Engineering (RSVP-TE) 

The Early Days of Switching
Circuit switching by label is not new.  A quick look back at telephony shows us how signaling was done in the “old days.”  A telephone switchboard had patch cables and jacks; each jack was numbered to identify its location.  When a call came in, an operator would plug in a patch cord into the properly numbered jack.  This is a relatively simple concept.
Recalling these days, we find that although the process seemed simple enough, it was really hard work. Telephone operators would attend school for weeks and go through an apprenticeship before qualifying to operate a switchboard because the rules for connecting, disconnecting, and prioritizing calls were complex and varied from company to company.
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Figure 1 Label Switching in the Early Days
Some of the rules included:
· Never disconnect the red jacks – these are permanent connections. 

· Connect only the company executives to the jacks labeled for long distance. 

· Never connect an executive to a noisy circuit. 

· If there are not enough jacks when an executive needs to make a call, disconnect the lower priority calls. 

· When “Mr. Big’s” secretary calls up at 9 a.m. to reserve a circuit for 10 a.m.–noon, make sure that the circuit is ready and that and you’ve placed the call by 9:50 a.m. 

· In an emergency, all circuits can be controlled by the fire department. 

So one operator had to know the permanent circuits (red jacks), the switched circuits, the prioritization scheme, and the reservation protocols.  When automatic switching came along, the same data and decision-making processes had to be loaded into a software program.
MPLS Label Distribution and Signaling
(continued)
MPLS Label Distribution
The MPLS switches must also be trained – they must learn all the rules and when to apply them. Two methods are used to make these switches.  One method uses hard programming; it is similar to how a router is programmed for static routing.   Static programming eliminates the ability to dynamically reroute or manage traffic.
Modern networks change on a dynamic basis.  To accommodate this need, many network engineers have chosen to use the second method:  dynamic signaling and label distribution.  Dynamic label distribution and signaling can use one of several protocols, with each its given advantages and disadvantages. Because this is an emerging technology, we have not seen the dust fully settle on the most dominant label and signaling protocols.  Yet despite the selection of protocols and their tradeoffs, the basic concepts of label distribution and signaling remain consistent across the protocols.
At a minimum, MPLS switches must learn how to process packets with incoming labels. Sometimes this is called a cross-connect table.   For example, label 101 in at port A will go out port B with a label swapped for 175.  The major advantage of using cross-connect tables instead of routing is that cross-connect tables can be processed at the “data link” layer, where processing is considerably faster than routing.
We will start our discussion using a simple network (figure 2) with four routers.  Each router has designated ports. For the sake of illustration, the ports have been given a simple letter a, b, s, h, a, and e. These port identifications are router specific.  The data flows from the input a of r1 to the input of r4.  This basic network diagram will be enhanced as we progress through MPLS signaling.
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Figure 2:  Basic MPLS Network with 4 Routers
CONTROL OF LABEL DISTRIBUTION
There are two modes used to load these tables.  Each router could listen to routing tables, make its own cross-connect tables, and inform others of its information.  These routers would be operating independently.  Independent control occurs when there is no designated label manager, and when every router has the ability to listen to routing protocols, generate cross-connect tables, and distribute them.  (Figure 3)
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Figure 3:  Independent Control
MPLS Label Distribution and Signaling
(continued)
The other model is ordered control, as shown in Figure 4.  In the ordered control mode, one router – typically the egress LER – is responsible for distributing labels.
Each of the two models has its tradeoffs. Independent control provides for faster network convergence.  Any router that hears of a routing change can relay that information to all other routers.  The disadvantage is that there is not one point of control making traffic, which makes engineering more difficult.
Ordered control has the advantages of better traffic engineering and tighter network control; however, its disadvantages are that convergence time is slower and the label controller is the single point of failure.
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Figure 4: Ordered Control (pushed)
The Triggering of Label Distribution
Within ordered control, there are two major methods to trigger the distribution of labels.
These are called down-stream unsolicited and down-stream on demand.
DOU
In figure 4, we saw the labels “pushed” to the down-stream routers.  This push is based upon the decisions of the label manager router. When labels are sent out unsolicited by the label manager, it is known as down-stream unsolicited (DOU).
For example: The label manager may use a trigger point (such as a time interval) to send out labels or label refresh messages every 45 seconds.   Or, a label manager may use the change of standard routing tables as a trigger – when a router changes, the label manager may send out label updates to all affected routers.
MPLS Label Distribution and Signaling
(continued)
DOD
When labels are requested, they are “pulled” down or demanded, so this method has been called pulled or down-stream on demand (DOD).  Note in Figure 5, that in the first step   the labels are requested and in the second step the labels are sent.
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Figure 5:  Down-stream on Demand  (DOD)
Whether the labels arrive via independent or ordered control, or via DOD or DOU, the label switch router (LSR) creates a cross-connect table similar to the one shown in Figure 6.
The connect tables are sent to router r3 to r1. The tables heading read:  label-in, port-in, label-out, port-out, and instruction (I).  In this case, the instruction is to swap (s).  It is important to note that the labels and cross-connect tables are router specific.
After the cross-connect tables are loaded, the data can flow from router 1 to router 4 with each router following its instructions to swap the labels.
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Figure 6: LSR with Cross-connect Tables Populated
MPLS Label Distribution and Signaling
(continued)
After the cross-connect tables are loaded, the data can now follow a designated LSP (label switch path) and flow from route 1 to router 4, as shown in Figure 7.
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Figure 7:  Data Flow on LSP
REVIEW
As a brief review, we learned that routers need cross-connect tables in order to make switching decisions.  The routers can receive these tables from their neighbors via independent control or from a label manager via ordered control.
A label manger can send labels on demand (called down-stream on demand) or it can send labels when it decides to, even though it has not been requested by the down-stream routers, by using down-stream unsolicited (DOU).
With these basic concepts understood, there are some more advanced concepts to consider.  For instance, just how are labels sent to routers? What vehicle will be used to carry these labels?  How is the quality of service information relayed or sent to the routers? 
Reviewing from the first article, MPLS packets carry labels; however, the packets do not have an area that tells routers how to process the packet for quality of service (QoS).
Recalling that traffic can be separated into groups called forward equivalence classes (FECs), and that FECs can be assigned to label switch paths (LSP), we can perform traffic engineering to force high-priority FECs on to high-quality LSP and lower priority FECs on to lower-quality LSP.  The mapping of traffic using different QoS standards will cause the distribution of label and maps to be more complex.
MPLS Label Distribution and Signaling
(continued)
Figure 8 shows a drawing of what goes on inside a LSR. There are two planes: the data plane and the control plane.  Labeled packets enter at input a with a label of 1450 and exit port b with a label of 1006. This function takes place in the cross-connect table. This table can also be called the next hop label forwarding entry table (NHLFE).  
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Figure 8: A Closer Look at the Router
This database is not a stand-alone database.  It connects to two additional databases in the control plane: the FEC data and the FEC-to-NHLFE database.  The FEC database contains, at a minimum, the the destination IP address, but it can also contain traffic characteristics and packet processing requirements. Data in this database must be related to a label; the process of relating an FEC to a label is called binding.
Here is an example of how labels and FECs are set-up:
FEC Database
	FEC
	Protocol 
	Port
	 

	192.168.10.1
	06
	443
	guaranteed no packet loss

	192.168.10.2
	11
	69
	best efforts

	192.168.10.3
	06
	80
	controlled load


Free Label Table
100-10,000 are not in use at this time
FEC to NHLFE Table
	FEC
	Label in

	Label out

	192.168.10.1
	1400
	100

	192.168.10.2
	500


	101

	192.168.10.3
	107
	103


NHLFE Table
	Label in

	Label out

	1400


	

100

	 500


	

101

	107


	

103


So we see that packets with labels can be quickly processed when entering the data plane, if the labels are bound to an FEC.  However, a lot of background processing must be done to the data traffic off line before a cross-connect table can be established.
MPLS Label Distribution and Signaling
(continued)
Protocols
Finding a transport vehicle to build these complex tables is of the utmost concern to network designers.  What is needed is a protocol that can carry all of the necessary data while, at the same time, be fast, self-healing, and maintain very high reliability.
The MPLS workgroup and design engineers created the Label Distribution Protocol.
(LDP). This protocol works like a telephone call. When labels are bound, they stay bound until there is a command to tear down the call. This hard-state operation is less “chatty” than a protocol that requires refreshing. The LDP protocols provide implicit routing.
Other groups argue against using a new untested label distribution protocol when there exist routing protocols that can be modified or adapted to carry the bindings. Thus, some existing routing protocols have been modified to carry information for labels.  The Border Gateway Protocol (BPG) and IS-IS work well for distributing label information along with routing information.
The LDP, BGP and IS-IS protocols establish the Label Switch Path (LSPs), but do little for traffic engineering, because routed traffic could be redirected onto a high priority LSP, causing congestion.
To overcome this problem, the signaling protocols were established to create traffic tunnels (explicit routing) and allow for better traffic engineering.  They are Constraint Route Label Distribution Protocol (CR-LDP) and Resource Reservation Setup Protocol (RSVP-TE). In addition, the Open Shortest Path First (OSPF) routing protocol has undergone modifications to handle traffic engineering (OSPF-TE); however, it is not currently widely used.
	Protocol
	Routing


	Traffic engineering

	     LDP



	Implicit
	NO

	     BGP
	Implicit
	NO

	     IS-IS



	Implicit
	NO

	     CR-LPD
	Explicit


	YES

	     RSVP-TE


	Explicit


	YES

	     OSPF-TE


	Explicit


	YES


 

MPLS Label Distribution and Signaling
(continued)
Summary
In this article, we learned that one of several protocols could be used to dynamically program switches to build the cross-connect tables.  In the next article we will further explore the details and tradeoffs of the label distribution and signaling protocols.
Suggested URLs:
CD-LDP VS RSVP-TE
   http://www.dataconnection.com/download/crldprsvp.pdf
George Mason University
   http://www.gmu.edu/news/release/mpls.html
Network Training


http://www.globalknowledge.com/
MPLS Links Page
   http://www.rickgallaher.com/mplslinks.htm
MPLS Resource Center
   http://MPLSRC.COM
RSVP
   http://www.juniper.net/techcenter/techpapers/200006-08.html
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	More on MPLS
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The next MPLS Tutorial in our series:
Advanced MPLS Signaling 
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· [image: image26.png]


Sign up for a Free Trial of our Daily Newsletter, and have the latest Broadband Networking and MPLS developments sent to you
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December 10, 2001
In previous tutorials, we talked about data flow (Tutorial #1) and label distribution (Tutorial #2).  This article discusses MPLS signaling and the ongoing conversations regarding signaling choices.
Vocabulary
· Soft State – A link, path, or call that needs to be refreshed to stay alive. 

· Hard State – A link, path, or call that will stay alive until it is specifically shut down. 

· Explicit Route – A path across the Internet wherein all routers are specified. Packets must follow this route, and they cannot detour. 

· CR-LDP – Constraint-based Routing over Label-Distribution Protocol. 

· RSVP-TE – The Resource ReSerVation Protocol (RSVP), modified to handle MPLS traffic-engineering requirements. 

· IntServ – Integrated Service; allows traffic to be classified into three groups: guaranteed, controlled load, and best effort.  IntServ works together with RSVP protocol. 

Your commute to work every day is a long one, but with all the congestion it seems to take forever. New lanes have been added to the highway, but they are reserved as express lanes – sure, they will cut your travel time in half, but you will have to carry extra passengers in order to use them. You decide, finally, to try it; you decide to carry four additional passengers in order to use the express lane.  You are permitted to pass through the express-lane gate and scurry on your way to and from work.
The four passengers do not cost much more to transport than yourself alone, and they really allow you to increase the speed and lower the rate of interference from the unpredictable and impossible-to-correct behavior of the routine traffic. (Figure 1)
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Figure 1: Backed Up Express Lane
One day you enter the express lanes and find that they are all in a state of bumper-to-bumper congestion. You look around and find routine traffic in the express lanes. You are angry, of course, because you had guaranteed express lanes, and the routine traffic is required to stay off the express lanes unless they are carrying extra passengers.   As you slowly progress down your road, you see that construction has closed down the routine lanes and diverted the traffic to your express lanes.  So, what good is it to be special if regular traffic is diverted to your express lanes?
Advanced MPLS Signaling
(continued)
Traffic Control in MPLS Networks
In networking, MPLS is express traffic that carries four (4) additional bytes of payload.  For taking that effort, it gets to travel the express lanes.  But, as is too often the case in the actual freeway, your nice, smooth-running express lane is subjected to routine traffic being rerouted onto it, causing congestion and slowdowns.
Remember that MPLS is an overlay protocol that overlays MPLS traffic on a routine IP network. The self-healing properties of IP may cause congestion on your express lanes. There is no accounting for the unforeseen traffic accidents and reroutes of routine traffic onto the express lanes. The Internet is self-healing with resource capabilities, but the problem becomes this: how does one ensure that paths and bandwidth that are reserved for their packets do not get overrun by rerouted traffic? (Figures 2 –4)
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Figure 2: MPLS with Three Paths
In Figure 2, we see a standard MPLS network with three different paths across the Wide- Area Network.  Path A is engineered to the 90th percentile of bandwidth of peak busy hour; Path B is engineered to the 100th percentile bandwidth of peak busy hour; finally, Path C is engineered to the 125th percentile of peak busy hour.  In theory, Path A will never have to contend with congestion, owing to sound network design (including traffic engineering). In other words, the road is engineered to take more traffic than it will receive during rush hour. The C network, however, will experience traffic jams during rush hour, because it is designed not to handle peak traffic conditions.
The Quality of Service (QoS) in Path C will have some level of unpredictability regarding both jitter and dropped packets, whereas the traffic on Path A should have consistent QoS measurements.
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Figure 3: MPLS with a Failed Path C
In Figure 3, we see a network failure in Path C, and the traffic is rerouted (Figure 4) onto an available path – Path A.  Under these conditions, Path A is subjected to a loss of QoS criteria. To attain real QoS, there must be a method for controlling both traffic on the paths and the percentage of traffic that is allowed onto every engineered path.
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Figure 4: MPLS with Congestion Caused by a Reroute
Advanced MPLS Signaling
(continued)
To help overcome the problems of rerouting congestion, the Internet Engineering Task Force (IETF) and related working groups have looked at several possible solutions.  This problem had to be addressed both in protocols and in the software systems built into the routers.
In order to have full QoS, a system must be able to mark, classify, and police traffic. From previous articles, we see how MPLS can classify and mark packets with labels, but the policing function has been missing.  Routing and label distribution establishes the Label Switch Paths, but still it does not police traffic and control the load factors on each link.
New software engines, which add management modules between the routing functions and the path selector, allow for the policing and management of bandwidth. These functions, along with the addition of two protocols, allow for traffic policing.
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Figure 5: MPLS Routing State Machines
The two protocols that give MPLS the ability to police traffic and control loads are RSVP-TE and CR-LDP.
RSVP-TE
The concept of a call set-up process, wherein resources are reserved before calls are established, goes back to the signaling-theory days of telephony.  This concept was adapted for data networking when QoS became an issue.
An early method designed by the IETF in 1997, called Resource ReSerVation Protocol (RSVP), was designed for this very function.  The protocol was designed to request required bandwidth and traffic conditions on a defined or explained path.  If the bandwidth was available under the stated conditions, then the link would be established.
The link was established with three types of traffic that were similar to first-class, second-class and standby air travel – the paths were called, respectively: guaranteed load, controlled load and best-effort load. 
Advanced MPLS Signaling
(continued)
RSVP, with features added to accommodate MPLS traffic engineering, is called RSVP-TE. The traffic-engineering functions allow for the management of MPLS labels or colors.
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Figure 6:  RSVP-TE Path Request
In Figures 6 and 7, we see how a call or path is set up between two endpoints. The target station requests a specific path, with detailed traffic conditions and treatment parameters included in the path-request message.  This message is received, and a reservation message, reserving bandwidth on the network, is sent back to the target. After the first reservation message is received at the target, the data can start to flow in explicit paths from end to end.
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Figure 7: RSVP-TE Reservation
This call set-up, or signaling, process is called “soft state,” because the call will be torn down if it is not refreshed in accordance with the refresh timers. In Figure 8, we see that the path-request and reservation messages continue for as long as the data is flowing.
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Figure 8: RSVP-TE Path Set Up
Advanced MPLS Signaling
(continued)
Some early arguments against RSVP included the problem of scalability: the more paths that were established, the more refresh messages would be created, and the network would soon become overloaded with refresh messages. Methods of addressing this problem include not allowing the traffic links and paths to become too granular, and aggregating paths.
To view an example of an RSVP-TE path request for yourself, you can download a protocol analyzer and sample file from www.ethereal.com.
	Protocol Analyzer: http://www.ethereal.com/download.html 

	Sample file: Go to http://www.ethereal.com/sample/ and click on "MPLS-TE.cap" (sample 15). 


After downloading, install ethereal and open the MPLS-TE.Cap file.
In the sample below (Figure 9), MPLS captures MPLS-TE files. In the capture, we can see the traffic specifications (TSPEC) for the controlled load.



See a large view of this graphic
Figure 9: RSVP-TE Details
CR-LDP
With CR-LDP (Constraint-based Routing over Label Distribution Protocol), modifications were made to the LDP protocol to allow for traffic specifications. The impetus for this design was to use an existing protocol LDP and give it traffic-engineering capabilities.  A major effort by Nortel Networks was made to launch the CR-LDP protocol.
The CR-LDP protocol adds fields to the LDP protocol. They are called peak, committed, and excess-data rates – very similar to terms used for ATM networks. The frame format is shown in Figure 10.
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Figure 10: CR-LDP Frame Format
The call set-up procedure for CR-LPD is a very simple two-step process: a request and a map, as shown in Figure 11.  The reason for the simple set-up is that CR-LPD is a hard-state protocol – meaning that the call, link, or path, once established, will not be broken down until it is requested that it be done.
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Figure 11: CR-LDP Call Set Up
The major advantage of a hard-state protocol is that it should be more scaleable, because there is less “chatter” needed in order to keep the link active.
Advanced MPLS Signaling
(continued)
Comparing CR-LDP to RSVP-TE
The technical comparisons of these two protocols are listed in Figure 12.  We see that CR-LDP uses the LDP protocol as its carrier, where RSVP-TE uses the RSVP protocol.  RSVP is typically paired with IntServ’s detection of QoS, while the CR-LDP protocol uses ATM’s traffic-engineering terms to map QoS.
	Comparison 
	CR-LDP 
	RSVP-TE 

	Vendors 
	Nortel 
	Cisco, Juniper, Foundry 

	State 
	Hard State 
	Soft State 

	QoS Type 
	ATM 
	IntServ 

	Recovery Time 
	A little slower 
	Faster 

	Chat Overhead 
	Low 
	High 

	Transported on 
	LDP over TCP 
	RSVP on IP 

	Path Modifications 
	Make before break 
	Make before break 


Figure 12:  CR-LDP vs. RSVP-TE
In the industry today, we find that while Cisco and Juniper favor the RSVP-TE model and Nortel favors the CR-LDP model, both signaling protocols are supported by most vendors.
The jury is still very much as out as to the scalability, recovery, and interoperability between the signaling protocols.  However, it appears from the sidelines that the RSVP-TE protocol may be in the lead. This is not because it is less “chatty” or more robust of the two, but is due more to the fact that RSVP was an established protocol, with most of its bugs removed, prior to the inception of MPLS.  Both protocols remain the topics of study by major universities and vendors.  In the months to come, we will see test results and market domination affect these protocols.  Stay tuned…
Suggested URLs:
	CR-LDP VS RSVP-TE
	http://www.dataconnection.com/download/crldprsvp.pdf

	George Mason University
	http://www.gmu.edu/news/release/mpls.html 

	Global Knowledge Network Training
	http://www.globalknowledge.com/

	MPLS Links Page
	http://www.rickgallaher.com/mplslinks.htm

	MPLS Resource Center
	http://MPLSRC.COM

	 
	http://www.sce.carleton.ca/courses/94581/
student_projects/LDP_RSVP.PDF  

	 
	http://www.sce.carleton.ca/courses/94581/
student_projects/LDP_IntServ.PDF
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December 17, 2001
This series of tutorials has defined MPLS into two operations: data flow and signaling. The previous tutorials have addressed these subjects with special attention given to signaling protocols CR-LDP and RSVP-TE. To complete this series, this article will cover the failure recovery process.
Vocabulary
· Back-up Path: the path that traffic takes if there is a failure on the primary path. 

· Fast ReRoute (FRR): a protection plan in which a failure can be detected without a need for error notification or failure signaling (Cisco). 

· Link Protection: a backup method that replaces the entire link or path of a failure. 

· Make Before Break: a procedure in which the back-up path is switched in before the failed path is switched out. For a small period of time, both the primary and back-up paths carry the traffic. 

· Node Protection: a backup procedure in which a node is replaced in a failure. 

· Pre-provisioned Path: a path in the switching database on which traffic engineering has been performed in order to accommodate traffic in case of a failure. 

· Pre-qualified Path: a path that is tested prior to switchover that meets the quality of service (QoS) standards of the primary path. 

· Primary Path: the path through which the traffic would normally progress. 

· Protected Path: a path for which there is an alternative back-up path. 

· Rapid ReRoute (RRR): a protection plan in which a failure can be detected without a need for error notification or failure signaling (Generic). 

Introduction
Around the country you will find highways under repair.  A good many of these highways have bypass roads or detours to allow traffic to keep moving around the construction or problem areas.  Traffic rerouting is a real challenge for highway departments, but they have learned that establishing detour paths before construction begins is the only way they can keep traffic moving (Figure 1).
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Figure 1: Traffic Detour
The commitment to keeping traffic moving has been a philosophy in voice and telephone communications since its inception. In a telephony network, not only are detour paths set-up before a circuit is disconnected (make before break), but the back-up or detour paths must have at least the same quality as the links that are to be taken down for repair. These paths are said to be pre-qualified (tested) and pre-provisioned (already in place).
Historically in IP networking, packets would find their own detours around problem areas; there were no pre-provisioned bypass roads. The packets were in no particular hurry to get to the destination. However, with the convergence of voice onto data networks, the packets need these bypass roads to be pre-provisioned so that they do not have to slow down for the construction or road failures.
MPLS Network Reliance and Recovery
(continued)
The Need for Network Protection
MPLS has been primarily implemented in the core of the IP network. Often, MPLS competes head-to-head with ATM networks; therefore, it would be expected to behave like an ATM switch in case of network failure.
With a failure in a routed network, recovery could take from a few tenths of a second to several minutes. MPLS, however, must recover from a failure within milliseconds – the most common standard is 60 ms. To further complicate the recovery process, an MPLS recovery must ensure that traffic can continue to flow with the same quality as it did before the failure. So, the challenge for MPLS networks is to detect a problem and switch over to a path of equal quality within 60ms.
Failure Detection
There are two primary methods used to detect network failures:  heartbeat detection (or polling) and error messaging. The heartbeat method (used in fast switching) detects and recovers from errors more rapidly, but uses more network resources.  The error-message method requires far less network resources, but is a slower method.  Figure 2 shows the tradeoffs between the heartbeat and error-message methods.
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Figure 2: Heartbeat vs. Error Message
The heartbeat method (Figure 3) uses a simple solution to detect failures. Each device advertises that it is alive to a network manager at a prescribed interval of time. If the heartbeat is missed, the path, link, or node is declared as failed, and a switchover is performed.  The heartbeat method requires considerable overhead functions - the more frequent the heartbeat, the higher the overhead. For instance, in order to achieve a 50ms switchover, the heartbeats would need to occur about every 10ms.
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Figure 3: Heartbeat Method
MPLS Network Reliance and Recovery
(continued)
The other failure detection system is called the error-message detection method (Figure 4).  When a device on the network detects an error, it sends a message to its neighbors to redirect traffic to a path or router that is working.  Most routing protocols use adaptations of this method.  The advantage of the error message is that network overhead is low.  The disadvantage is that it takes time to send the error-and-redirect message to the network components. Another disadvantage is that the error messages may never arrive at the downstream routers.
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Figure 4: Error Message
If switchover time is not critical (as it has historically been in data networks), the error-message method works fine; however, in a time-critical switchover, the heartbeat method is often the better choice.
Reviewing Routing
Remember that, in a routed network (Figure 5), data is connectionless, with no real quality of service (QoS). Packets are routed from network to network via routers and routing tables. If a link or router fails, an alternative path is eventually found and traffic is delivered. If packets are dropped in the process, a layer-4 protocol such as TCP will retransmit the missing data.
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Figure 5: Standard Routing
This works well when transmitting non-real time data, but when it comes to sending real-time packets, such as voice and video, delays and dropped packets are not tolerable. To address routing-convergence problems, the OSPF and IGP working groups have developed IGP rapid convergence, which reduces the convergence time of a routed network down to approximately one second.  
The benefits of using IGP rapid convergence include both increased overhead functions and traffic on the network; however, it only addresses half of the problem posed by MPLS.  The challenge of maintaining QoS parameter tunnels is not addressed by this solution.
MPLS Network Reliance and Recovery
(continued)
Network Protection
In a network, there are several possible areas for failure. Two major failures are link failure and node failure (Figure 6). Minor failures could include switch hardware, switch software, switch database, and/or link degradation.
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Figure 6: Network Failures
The telecommunication industry has historically addressed link failures with two types of fault-tolerant network designs: one-to-one redundancy and one-to-many redundancy.  Another commonly used network protection tactic utilizes fault-tolerant hardware. 
To protect an MPLS network, you could pre-provision a spare path with exact QoS and traffic-processing characteristics.  This path would be spatially diverse and would be continually exercised and tested for operations. However, it would not be placed online unless there were a failure on the primary protected path.  This method, known as one-to-one redundancy protection (Figure 7), yields the most protection and reliability, but its cost of implementation can be extreme.
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Figure 7: One-to-One Redundancy
A second protection scheme is one-to-many redundancy protection (Figure 8).
In this method, when one path fails, the back-up path takes over. The network shown in the Figure 8 can handle a single path failure, but not two path failures.
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Figure 8: One-to-Many Redundancy
A third protection method is having fault tolerant switches (Figure 9).  In this design, every switch features inbuilt redundant functions – from power supplies to network cards. The drawing shows redundant network cards with a back-up controller.  Take note that the one item in common, and not redundant, is the cross-connect tables. If the switching data becomes corrupt, the fault tolerant hardware cannot address this problem.
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Figure 9: Fault Tolerant Equipment
Now that you know the three network protection designs (one-to-one, one-to-many, and fault-tolerant hardware) and two methods for detecting a network failure (heartbeat and error message), we need to talk about which layers and protocols are responsible for fault detection and recovery.
MPLS Network Reliance and Recovery
(continued)
Remembering that the further the data progresses up the OSI stack, the longer the recovery will take, it makes sense to attempt to detect failures at the physical level first.
MPLS could rely on the layer-1 or layer-2 protocols to perform error detection and correction.  MPLS could run on a protected SONET ring, or it could use ATM and Frame Relay fault-management programs for link and path protection. In addition to the protection MPLS networks could experience via SONET, ATM or Frame Relay, IP has its recovery mechanism in routing protocols, such as OSPF or IGP.
With all these levels of protection already in place, why does MPLS need additional protection? Because there is no protocol that is responsible for ensuring the quality of the link, tunnel, or call placed on an MPLS link. The MPLS failure-recovery protocol must not only perform rapid switching, but it must also ensure that the selected path is pre-qualified to take the traffic loads while maintaining QoS conditions. If traffic loads become a problem, MPLS must be able to offload lower-priority traffic to other links.
Knowing that MPLS must be responsible for sending traffic from a failed link to a link of equal quality, let’s look at the two error-detection methods as they apply to MPLS.
MPLS Error Detection
The LDP and CR-LDP protocols contain an error message type-length value (TLV) in their protocols to report link and node errors.  However, there are two main disadvantages to this method: (1) it takes time to send the error message, and (2) since LDP is a connection-oriented message, the notification message may never arrive if the link is down.
An alternative approach to error detection is to use the heartbeat method that is found at the heart of the RSVP-TE protocol. RSVP has features that make it a good alternative for an error- message model. RSVP is a soft-state protocol that requires refreshing – i.e., if the link is not refreshed, then the link is torn down. No error messages are required, and rapid recovery (rapid reroute) is possible if there is a pre-provisioned path.  If RSVP-TE is already used as a signaling protocol, the additional overhead needed for rapid recovery is insignificant.
Rapid reroute is a process in which a link failure can be detected without the need for signaling. Because RSVP-TE offers soft-state signaling, it can handle a rapid reroute.
Many vendors are using the RSVP-TE for rapid recovery of tunnels and calls, but in doing so, other MPLS options are restricted. For example, labels are allocated per switch, not per interface. Another restriction is that RSVP-TE must be used for a signaling protocol.
MPLS Network Reliance and Recovery
(continued)
RSVP-TE Protection
In RSVP-TE protection, there are two methods used to protect the network: link protection and node protection. 
In link protection, a single link is protected with a pre-provisioned backup link. If there is a failure in the link, the switches will open the pre-provisioned path (Figure 10).
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Figure 10: RSVP-TE with Link Protection
In a node failure, an entire node or switch could fail, and thus, all links attached to the node will fail.  With node protection, a pre-provisioned tunnel is provided around the failed node (Figure 11).
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Figure 11: RSVP-TE with Node Protection
Thrashing Links
A discussion about fault-tolerant networks would not be complete without mentioning thrashing links. Thrashing is a phenomenon that occurs when paths are quickly switched back and forth.  For example: In a network with two paths (primary and back-up), the primary path fails and the back-up path is placed in service. The primary path self-heals and is switched back into service, only to fail again.
Thrashing is primarily caused by intermittent failures of primary paths and pre-programmed switchback timers. In order to overcome thrashing, the protocols and the switches must use hold-down times. For example, some programs allow one minute for the first hold-down time and set a trigger so that on the second switchback, operator intervention is required to perform a switchover and to prevent thrashing.
MPLS Network Reliance and Recovery
(continued)
Summary
Building a fault-tolerant, rapid recovery network is new to the data world. One reason is that data communications philosophy is that the data will get there or it will be retransmitted. This philosophy does not work well in voice networks. To make MPLS competitive with ATM and on par with voice networks, rapid recovery must be implemented.
There are several methods under study to provide network protection.  Vendors recommend approaches that are supported by their overall design concepts and specifications; therefore, failure recovery is not necessarily interoperable among different vendors. Design teams must carefully select vendors with interoperable recovery methods.
The failure recovery method that has received much favorable press lately is RSVP-TE. The soft-state operations of RSVP-TE make it very suitable for failure recovery.  One reason is that the polling (reservation/path) functions are already in place for signaling.  If RSVP-TE is already used for a signaling protocol, it makes a logical selection to protect your MPLS tunnels.
MPLS Resource Sites:
	A Framework for MPLS Based Recovery
http://www.ietf.org/internet-drafts/draft-ietf-mpls-recovery-frmwrk-03.txt

	Surviving Failures in MPLS Networks
http://www.dataconnection.com/download/mplsprotwp.pdf 

	MPLS Links Page
http://www.rickgallaher.com/   (click on the MPLS Links tab)

	Network Training
http://www.globalknowledge.com
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MPLS Traffic Engineering
Rick Gallaher is course director for CCI, President of Telecommunications Technical Services Inc., and author of  Rick Gallaher's MPLS Training Guide
January 24, 2002
In previous articles, we discussed data flow, signaling, and rapid recovery. This article addresses the subject of traffic engineering.
Vocabulary:
· Silence Suppression:  Not using bandwidth when there is no data to send. 

· CR-LDP: Constraint Route Label Distribution Protocol. 

· Over-provisioning:  Having more bandwidth than allocated traffic. 

· Over-subscribing: Having more allocated traffic than available bandwidth. (Telco) 

· RSVP-TE: Resource Reservation Setup Protocol with Traffic Engineering 

· Under-subscribing: Having more bandwidth than allocated traffic. (Telco) 

· Under-provisioning: Having more allocated traffic than available bandwidth. 

Introduction:
There is a road in Seattle, Washington that I drove years ago called Interstate 5.  From the suburb of Lynnwood, I could get on the highway and drive into the city, getting off at any exit.  If I wanted to go from Lynnwood into the heart of Seattle, I could get onto the express lanes.  This express lane is like an MPLS tunnel.  If my driving characteristics matched the requirements of the express lane, then I could use it.
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Figure 5.1: Express Lane
Taking this illustration further, let’s say that I enter the freeway and want to drive into the heart of Seattle. I might ask myself, “Which is faster: the express lane or the regular highway? Is there an accident on the express lane?  Is the standard freeway faster?”
It would be nice to have traffic report, but traffic reports are not given in real time – by the time that I would find out about a slowdown, I would be stuck in it.  I could make the mistake of entering the express lane just as an accident happens 5 miles ahead and be trapped for hours.
It would be great if I had a police escort.  The police would drive in front of me; if there were an accident or a slowdown, then they would take me on a detour of similar quality to ensure that I arrive at my destination on time.
On the Internet, we have thousands of data roads just like Interstate 5. With MPLS, we have a road dedicated to traffic with certain characteristics – much like the express lane. To ensure that the express lane is available and free of congestion, we can use protocols like CR-LDP and RSVP-TE.  These protocols are discussed in greater detail in the article Advanced MPLS Signaling.  Currently, the most popular of these two protocols appears to be RSVP-TE, because it acts like a police escort to ensure that, if there is congestion, it can be re-routed around the problem area.
When looking at traffic patterns around the country, often freeways experience congestion and delays, while other roads are open and allow traffic to flow freely. The traffic is just in the wrong area. Wouldn’t it be nice if the highway engineers and the city planners could find ways to route heavy traffic to roads that could handle the traffic load and to adjust the road capacity as needed to accommodate traffic volume?
MPLS Traffic Engineering
Traffic Engineering
In data and voice networks, traffic engineering is used to direct traffic to the available resources.  If achieving a smooth-flowing network by moving traffic around were simple, then our networks would never experience slowdowns or rush hours.
On the Internet (as with highways), there are four steps that must be undertaken to achieve traffic engineering: measuring, characterizing, modeling, and moving traffic to its desired location.
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Figure 5.2: Four Aspects of Traffic Engineering
Measuring traffic is a process of collecting network metrics, such as the number of packets, the size of packets, packets traveling during the peak busy hour, traffic trends, applications most used, and performance data (i.e., downloading and processing speeds).
Characterizing traffic is a process that takes raw data and breaks it into different categories so that it can be statistically modeled. Here, the data that is gathered in the measurement stage is sorted and categorized.
Modeling traffic is a process of using all the traffic characteristics and the statistically analyzed traffic to derive repeatable formulas and algorithms from the data. When traffic has been mathematically modeled, different scenarios can be run against the traffic patterns.  For instance, “What happens if voice/streaming traffic grows by two percent a month for four months?”  Once traffic is correctly modeled, then simulation software can be used to look at traffic under differing conditions.
Putting traffic where you want it: To measure, characterize, and model traffic for the entire Internet is an immense task that would require resources far in excess of those at our disposal.  Before MPLS was implemented, we had to understand the characteristics and the traffic models of the entire Internet in order to perform traffic engineering.
When addressing MPLS traffic engineering, articles and white papers tend to focus on only one aspect of traffic engineering.  For example, you may read an article about traffic engineering that addresses only signaling protocols or one that just talks about modeling; however, in order to perform true traffic engineering, all four aspects must be thoroughly considered.
With the advent of MPLS, we no longer have to worry about the traffic on all of the highways in the world. We don’t even have to worry about the traffic on Interstate 5. We just need to be concerned about the traffic in our express lane – our MPLS tunnel. If we create several tunnels, then we need to engineer the traffic for each tunnel.
Provisioning and Subscribing
Before looking at the simplified math processes for engineering traffic in an MPLS tunnel, a brief discussion of bandwidth provisioning and subscribing is needed. 
First, let’s look at the definitions. Over-provisioning is the engineering process in which there are greater bandwidth resources than there is network demand.  Under-provisioning is the engineering process in which there is greater demand than there are available resources.  “Provisioning” is a term typically used in datacom language.
In telecom language, the term “subscribe” is used instead of “provision.” Over-subscribing is the process of having more demand than bandwidth, while under-subscribing is a process of having more bandwidth than demand.  It is important to note that provisioning terms and subscription terms refer to opposite circumstances.
MPLS Traffic Engineering
A pipe/path/circuit that has a defined bandwidth (e.g., a “Cat-5” cable) can in theory process 100 Mb/s, while an OC-12 can process 622 Mb/s.  These are bits crossing the pipe and comprise all overhead and payload bits.
In order to determine the data throughput at any given stage, you can measure the data traveling through a pipe with relative accuracy by using networking-measurement tools.  Using an alternate measurement method, you can calculate necessary bandwidth by calculating the total payload bits per second and adding the overhead bits per second; this second method is more difficult to calculate and less accurate than actually measuring the pipe.
If the OC-12, which is designed to handle 622 Mb/s, is fully provisioned and the traffic placed on the circuit is less than 622 Mb/s, it is said to be over-provisioned. By over-provisioning a circuit, true Quality of Service (QoS) has a better chance of becoming a reality; however, the cost per performance is significantly higher.
If the traffic that is placed on the OC-12 is greater than 622 Mb/s, then it is said to be under-provisioned.  For example, commercial airlines under-provision as a matter of course, because they calculate that 10-15% of their customers will not show up for a flight. By under-provisioning, the airlines are assured of full flights; but they run into problems when all the booked passengers show up for a flight.  The same is true for network engineering – if a path is under-provisioned, then there is a probability that there will be a problem of too much traffic.  The advantage of under-provisioning is a significant cost savings; the disadvantages are loss of QoS and reliability.
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Figure 5-3:  Over-Provisioning v. Under-Provisioning
In figure 5-3, you can see that you can over- or under-provision a circuit in percentages related to the designed bandwidth.
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Figure 5-4: Comparison of Over Provisioning and Under Provisioning
MPLS Traffic Engineering
Calculating How Much Bandwidth You Need
For the sake of discussion in these examples, let’s assume that you know the characteristics of your network. This is a process of gathering data that is unique to your situation and has been measured by your team.
Example One:  Two tunnels with load balanced OC-12 designed for peak busy hour.
Let’s say that we want to engineer traffic for an OC-12 pipe, which is 622 Mbps.
You want to have rapid recovery, so you use two pipes and load balance each pipe for 45% of capacity.  In this case, if one OC-12 pipe fails, then your rapid recovery protocol can move traffic from your under-provisioned pipe to the other, and the total utilization is still under-provisioned.
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Figure 5-5: Sample Network Diagram Example One
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Figure 5-6: Sample Network Failure
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Figure 5-7 Traffic Trends
We can work these numbers just like we would in a checkbook. After we do the math, if we still have money (bits) remaining, then we are okay.  If our checkbook comes out in the red, then we must go back and budget our spending.
The following table helps to simplify the bandwidth budgeting process, as well as demonstrate some of the calculations involved in traffic engineering. 

Our traffic trends for peak busy hour show that we have:
	Traffic Demands
	 
	Totals and subtotals

	Number of voice calls
	100
	 
	 

	      b/s/call
	200,000
	 
	 

	      Total voice 
      streams in b/s
	20,000,000
	20,000,000
	 

	Number of video calls
	3
	 
	 

	      b/s/call
	500,000
	 
	 

	      Total video
      streams in b/s
	1,500,000
	1,500,000
	 

	Committed information rate
	250,000,000
	250,000,000
	 

	Other traffic
	0
	0
	 

	Total traffic demand
	271,500,000
	271,500,000
	BW required

	 
	 
	 
	 

	Bandwidth  Available
	 
	 

	  Circuit bandwidth
  for  OC-12
	622,000,000
	 
	 

	  Percentage used
	45%
	 
	Over-
provisioned

	  Total BW for
  over-provisioned
	279,900,000
	279,900,000
	BW on-hand

	 
	 
	271,500,000
	BW required

	Remaining Bandwidth
	 
	8,400,000
	BW remaining

	       Key
       BW = Bandwidth
       b/s = bits per second
       b/s/call = bits per second for each call


Figure 5-8:  Traffic Engineering Calculations for Example One
Now that we understand the basic concept, let’s play with the figures a bit to achieve the outcomes that we need.
MPLS Traffic Engineering
Example 2:  Example with Silence Suppression
First, let’s say that we are going to use “silence suppression” on the voice calls. Silence suppression means that we will not use bandwidth if we are not transmitting.  The effects of silence suppression can be seen in Figure 5-9 below, which is a simple 10 count over 10 seconds.
The lows in the graph indicate the periods in which no data is being sent.  Silence suppression can be used if the calls have the characteristics of phone calls (Figure 5-9). However, if the calls are streaming voice like a radio show, or piped-in music (Figure 5-10), notice that the baseline is higher, and that more overall bandwidth is used.
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Figure 5-9: Voice with Silence Suppression
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Figure 5-10:  Music Jazz (The Andrews Sisters singing “Boogie-Woogie Bugle Boy”) 
We can reduce the number of bits required for voice calls down to100K by using silence suppression. Notice in the following table that we have more remaining bandwidth with which to work. 
	Traffic Demands
	 
	Totals and subtotals

	Number of voice calls
	100
	 
	 

	      b/s/call
	100,000
	 
	 

	      Total voice 
      streams in b/s
	10,000,000
	10,000,000
	 

	Number of video calls
	3
	 
	 

	      b/s/call
	500,000
	 
	 

	      Total video
      streams in b/s
	1,500,000
	1,500,000
	 

	Committed information rate
	250,000,000
	250,000,000
	 

	Other traffic
	0
	0
	 

	Total traffic demand
	261,500,000
	261,500,000
	BW required

	 
	 
	 
	 

	Bandwidth  Available
	 
	 

	  Circuit bandwidth
  for  
	622,000,000
	 
	 

	  Percentage used
	45%
	 
	Over-
provisioned

	  Total BW for
  over-provisioned
	279,900,000
	279,900,000
	BW on-hand

	 
	 
	261,500,000
	BW required

	Remaining Bandwidth
	 
	18,400,000
	BW remaining

	       Key
       BW = Bandwidth
       b/s = bits per second
       b/s/call = bits per second for each call


Figure 5-11: Traffic Engineering Calculations for Example Two
MPLS Traffic Engineering
Example 3: Over Provisioned by 110%
Many carriers will choose over-provisioning because they cannot afford the cost of designing a highway system for rush hour traffic. Instead, they design a network for “normal traffic.”  Over-provisioning a network is similar to the airlines overbooking flights. There is a statistical point at which possible loss of customers is less than the cost of running planes at half capacity.
Let’s use the same example as above, with no switchable path and an OC-12 pipe that is able to tolerate some congestion during rush hour. We choose not to design the tunnel for peak busy-hour traffic; instead we design it for 10% over-provisioning, or 110% of the available bandwidth.
On paper this looks great, as we can still handle several hundred more calls, and it is an accountant’s dream. However, trouble lies in wait. What happens if all of the traffic arrives at the same time?  In addition, how can we handle a switchover to another link? If this link is provisioned at 110%, and the spare link is provisioned at 110%, one link will have a 220% workload during a single link failure, and will more than likely fail itself.
	Traffic Demands
	 
	Totals and subtotals

	Number of voice calls
	100
	 
	 

	      b/s/call
	100,000
	 
	 

	      Total voice 
      streams in b/s
	10,000,000
	10,000,000
	 

	Number of video calls
	3
	 
	 

	      b/s/call
	500,000
	 
	 

	      Total video
      streams in b/s
	1,500,000
	1,500,000
	 

	Committed information rate
	250,000,000
	250,000,000
	 

	Other traffic
	0
	0
	 

	Total traffic demand
	261,500,000
	261,500,000
	BW required

	 
	 
	 
	 

	Bandwidth  Available
	 
	 

	  Circuit bandwidth
  for  OC-12
	622,000,000
	 
	 

	  Percentage used
	110%
	 
	Over-
provisioned

	  Total BW for
  over-provisioned
	684,200,000
	684,200,000
	BW on-hand

	 
	 
	261,500,000
	BW required

	Remaining Bandwidth
	 
	422,700,000
	BW remaining

	       Key
       BW = Bandwidth
       b/s = bits per second
       b/s/call = bits per second for each call


Figure 5-12:  Traffic Engineering Calculations for Example Three
MPLS Traffic Engineering
Summary
Traffic engineering for MPLS consists of four elements: measurement, characterization, modeling, and putting traffic where you want it to be.  MPLS can use either traffic engineering protocols (CR-LDP or RSVP-TE) discussed in advanced signaling to put traffic where it is desired.  Of the two protocols, RSVP-TE appears to be more dominant, but it costs more in bandwidth – it is like paying for a police escort when you travel.
The rest of traffic engineering is far from simple. You must measure, characterize, and model the traffic that you want. Once you have the information that you need, you can then perform mathematical calculations to determine how much traffic can be placed on your tunnel.
The mathematical process is like balancing a checkbook; you should never allow the balance to go into the red or negative area.
The tradeoff decisions are difficult to make.  Can you over-provision (over-book) your tunnel and just hope that rush hour traffic never comes your way?  In the event of a failure, where is the traffic going to go?
Suggested URLs:
	Traffic Modeling
http://www.comsoc.org/ci/public/preview/roberts.html 

	Draft Math RFC
http://www.ietf.org/internet-drafts/draft-kompella-tewg-bw-acct-00.txt

	Bell Labs
http://cm.bell-labs.com/cm/ms/departments/sia/InternetTraffic/ 

	Traffic Engineering Work Group
http://www.ietf.org/html.charters/tewg-charter.html  

	Inside the Internet Statistics
http://www.nlanr.net/NA/tutorial.html 

	Excellent Measurement Site
http://www.caida.org/

	Modeling and Simulation Software
HTTP://NetCracker.Com
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Introduction to Multi-Protocol Lambda Switching (MP(S) and Generalized Multi-Protocol Label Switching (GMPLS)
Rick Gallaher is course director for CCI, President of Telecommunications Technical Services Inc., and author of  Rick Gallaher's MPLS Training Guide
March 4, 2002
This series of tutorials has covered basic MPLS concepts: data flow, signaling, advanced signaling, traffic engineering and link protection.  In this article, we are going to take a look at the future of networking.
The dream of all carriers is to have one automatic network control structure.  One method to accomplish this dream comes in the form of a new set of protocols that comprise the framework of Generalized Multi-protocol Label Switching (GMPLS).
Vocabulary:
· DWDM: Dense Wavelength Division Multiplexing 

· GMPLS: Generalized Multi-Protocol Label Switching 

· LDP: Label Distribution Protocol 

· LMP: Link Management Protocol 

· LSP: Label Switched Path  

· MIB: Management Information Base 

· MP(S: Multi-Protocol Lambda Switching, IP over light waves 

· MPLS: Multi-Protocol Label Switching  

· O-UNI: Optical User Network Interface (O-UNI) 

· RSVP: ReSource reserVation Protocol  

· SDH: Synchronous Digital Hierarchy  

· SDM: Space Division Multiplexing 

· SONET: Synchronous Optical Network 

· TDM: Time Division Multiplexing 

· TE: Traffic Engineering 

· WDM: Wavelength Division Multiplexing 

· UNI: User Network Interface (O-UNI) 

Introduction:
Do you remember the TV ads several years ago for a famous kitchen knife?  It was not an ordinary knife.  No, sir.  This knife could slice, dice, and julienne.  It could saw through a tin can and still cut a tomato into paper-thin slices...
Like that famous knife, GMPLS is not ordinary MPLS.  GMPLS discovers its neighbors, distributes link information, provides topology management, provides path management, and link protection and recovery.  That is not all!  GMPLS packets fly through the network at nearly the speed of light.
By performing these functions, the pinnacle of networking can be achieved.  GMPLS allows for centralized control, automatic provisioning, load balancing, provisioned bandwidth service, bandwidth-on-demand, and Optical Virtual Private Network (OVPN).
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Figure 1   GMPLS Advantages
Let’s look at what led up to the creation of this super MPLS protocol: GMPLS.
In the beginning, there was one network – the telecom network. Then much later, datacom and the Internet came along.  The telecommunications world was divided into two different and distinct parts: the datacom world and the telecom world.  Datacom was primarily concerned with non-real time performance, while the telecom/voicecom network was concerned about real-time performance. 

Introduction to MP(S and GMPLS
(continued)
Where Networking Is Today
For years now the datacom and the telecom networks have existed in different worlds. Having different objectives and customer bases, each discipline has formed its own language, procedures, and standards.  Placing data on a telecom network was a challenging and often difficult task. Placing datacom traffic onto a voice network required encapsulating several layers.
In Figure 2 column a, we see data traffic stacked on top of an ATM layer.  In order to send this traffic on a SONET network, (figure 2 column b) it was restacked.  And, finally, to place this traffic on an Optical DWDM (figure 2 column c) network, it was stacked again.
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Figure 2  Data, ATM, SONET, DWDM
Notice how each layer has its own management and control. This method of passing data onto a telecom network is inefficient and costly. Interfacing between layers required manual provisioning; each layer is managed separately by different types of service providers.  Reducing the number of interface layers promises to reduce over all operational cost and improve packet efficiency.  GMPLS concepts promise to fulfill the aspiration of one interface and one centralized automatic control.
As the telecom world marches towards its goal of an all-optical network, we find that data packets may need to cross several different types of networks before being carried by an optical network. These network types, which have been defined in several draft RFCs, include: packet-switch networks, Layer 2-switch networks, Lambda-switch networks, and fiber-switch (Figure 3).
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Figure 3  Different Types of Networks
Where Networking is Going
In Figure 4, we see the promise of GMPLS.  Figure 4a represents where we are now in the datacom-to-optical network interface.  Data from routers goes to ATM switches.  The ATM switches connect to SONET switches, and SONET switches connect to DWDM networks.  As the network migrates, we will find that layers of this stack will begin to disappear.  First, with the elimination of ATM by using MPLS, then SONET for Thin Sonet with GMPLS, and finally to Packet over DWDM with switching (Figure 4d).
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Figure 4  The Promise of GMPLS
Introduction to MP(S and GMPLS
(continued)
The Birth of GMPLS
The MPLS researchers proved that a label could map to a color in a spectrum and that MPLS packets could be linked directly to an optical network.  They called this process MP(S or MPLamdaS (Figure 5).   As research continued, it was found that in order to have a truly dynamic network, a method for totally controlling a network within the optical core would be required.  Thus, the concept of intelligent optical networking was born.
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Figure 5  MP(S
Since MPLS offered network switching and provisioning could be accomplished automatically in MPLS, this feature could be carried on to the telecom networks and switches could be provisioned using MPLS switch as a core. However, since MPLS was specific to IP networks, the protocols would have to be modified in order to talk to the telecom network equipment.  The generalizing of the MPLS protocol led to the birth of GMPLS – Generalized Multi-Protocol Label Switching.  The protocol suite previously called MPLamdaS became the grandfather so to speak of GMPLS.
In Figure 6, we see a GMPLS network with IP protocol running end-to-end, MPLS protocol running from edge-router to edge-router, and GMPLS running in the middle of the network. Accomplishing the task of controlling the core networks is no simple feat.  It requires the development of different interfaces and protocols. In fact, GMPLS is not just one protocol, but a collection of several different standards written by different standards bodies in order to accomplish a single goal.
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Figure 6
Adding a bit more detail to the drawing, we find that the ATM interface is called UNI (User Network Interface), the SONET interface is called O-UNI (Optical User Network Interface), and the DWDM interface can be called LMP (Link Management Protocol)  (Figure 7).
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Figure 7  Network with Interfaces Added 

Introduction to MP(S and GMPLS
(continued)
The GMPLS Control Plane
In order to control components outside of the standard data packet, a separate control plane was developed for GMPLS.  This control plane is the true magic of GMPLS.  It allows for the total control of network devices. 
The GMPLS control plane provides for six top-level functions:  1) Discovery of Neighborhood Resources; 2) Dissemination of Link Status; 3) Topology Link State Management; 4) Path Management and Control; 5) Link Management; and 6) Link Protection.
1) Neighbor Discovery.  In order to manage the network, all network devices must be known:  switches, multiplexers and routers. GMPLS will use a new protocol called Link Management Protocol (LMP) to discover these devices and to negotiate functions (Figure 8).
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Figure 8
2) Dissemination of Link Status.  It does no good just to know what hardware is out there, if the link is down or having problems.  To disseminate this information, a routing protocol must be used. For GMPLS, both the OSPF and the IS-IS protocols are being modified to support this function (Figure 9).
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Figure 9
3) Typology State Management. Link-state routing protocols, such as OSPF and IS-IS, can be used to control and manage the link state typology (Figure 10). 
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Figure 10
Introduction to MP(S and GMPLS
(continued)
4) Path Management. We learned in the MPLS signaling article that MPLS can use RSVP to establish a link from end-to-end. However, if MPLS data traverses telecom networks, other protocols must be implemented, such as UNI, PNNI, or SS7.   Path management can be a challenge because several standards organizations are involved. Currently, the IETF is working on modifications to RSVP and LDP (Label Distribution Protocol) to extend the protocol to allow for GMPLS path management and control (Figure 11).
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Figure 11
5) Link Management.  In MPLS, the LSP (Label Switch Path) was used to establish and tear down links and aggregate links. In GMPLS, the ability to establish and aggregate optical channels is required. LMP (Link Management Protocol) extends the MPLS functions into an optical plane where link building improves scalability (Figure 12).
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Figure 12
6) Protection and Recovery.  Intelligent optical networking allows relatively inflexible optical networks to interact with each other. With GMPLS, instead of having one ring with a backup ring for protection, the network creates a true mesh that allows for several different paths (Figure 13). Optical networking can go from a one-to-one protection method to a one-to-many protecting method.
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Figure 13
Introduction to MP(S and GMPLS
(continued)
Is That All There Is?
Although the control plane is one of the main advances in networking, the concept and power behind GMPLS are by no means all there is. There are several protocols under review and new protocols to be written. The Optical UserNetwork Interface (O-UNI) must be developed and tested further, as must the Link Management Protocol (LMP). The challenge of future will be to get all of the protocols and interfaces developed and tested.
The Future
GMPLS extends the reach of MPLS through a control plane allowing it to reach into other networks and providing for centralized control and management of these networks. This will bring greater flexibility to somewhat rigid optical networks and provide carriers with centralized management and control.  Provisioning of network resources, which is still done manually, will one day be automated through the GMPLS.
Who Are the Players?
The players list reads like the Who’s Who in telecom and datacom networking combined.  A short list can be obtained from the referenced Internet drafts; however, this list is only the partial list because it does not include those contributors in the ITU or other associations and working groups.
For convenience, I have provided a short list of some of the major players in GMPLS:
 

	GMPLS Players 

	Accelight Networks Inc. 

 HYPERLINK "http://www.accelight.com" \t "new" 


 HYPERLINK "http://www.alcatel.com/" \t "_blank" Alcatel

 HYPERLINK "http://www.alcatel.com/" \t "_self" 


 HYPERLINK "http://www.att.com/" \t "_blank" AT&T

 HYPERLINK "http://www.att.com/" \t "_self" 


 HYPERLINK "http://www.axiowave.com/" \t "_blank" Axiowave

 HYPERLINK "http://www.axiowave.com/" \t "_self" 
Calient Networks Inc.

 HYPERLINK "http://www.calient.net" \t "new" 
Centerpoint/Zaffire
Ciena Corp. 

 HYPERLINK "http://www.ciena.com" \t "new" 


 HYPERLINK "http://www.cisco.com" \t "_blank" Cisco Systems Inc. 

 HYPERLINK "http://www.meriton.com/" \t "_self" 


 HYPERLINK "http://www.juniper.net/" \t "_blank" Juniper


 HYPERLINK "http://www.meriton.com" \t "_self" Meriton Networks
	Metanoia

 HYPERLINK "http://www.metanoia.com/" \t "_self" 


 HYPERLINK "http://www.movaz.com" \t "_blank" Movaz Networks Inc. 

 HYPERLINK "http://www.movaz.com" \t "new" 


 HYPERLINK "http://www.nayna.com/" \t "_blank" Nayna

 HYPERLINK "http://www.nayna.com/" \t "_self" 
NetPlane Systems Inc.

 HYPERLINK "http://www.netplane.com" \t "new" 


 HYPERLINK "http://www.nortelnetworks.com" \t "_blank" Nortel Networks Corp.

 HYPERLINK "http://www.nortelnetworks.com" \t "new" 


 HYPERLINK "http://www.polarisnetworks.com" \t "_blank" Polaris Networks

 HYPERLINK "http://www.polarisnetworks.com" \t "new" 


 HYPERLINK "http://www.q-optics.com" \t "_blank" QOptics Inc.

 HYPERLINK "http://www.q-optics.com" \t "new" 


 HYPERLINK "http://www.sycamorenet.com" \t "_blank" Sycamore Networks Inc.

 HYPERLINK "http://www.sycamorenet.com" \t "new" 
Tellium Inc. 

 HYPERLINK "http://www.tellium.com" \t "new" 


 HYPERLINK "http://www.turinnetworks.com/" \t "_blank" Turin 


 

Introduction to MP(S and GMPLS
(continued)
Standards
In order to accomplish the goal of GMPLS, several standards organizations must get together.  The Sub-IP group of the IETF has formed several working groups who collectively (and diligently) have written 37 draft GMPLS Standards. The working groups are known as: CCAMP (Common Control And Management Plane Working Group); TEWG (Internet Traffic Engineering, IP over Optical); GSMP (General Switch Management Protocol); IPORPR (IP over Resilient Packet Ring), and MPLS (Multi-Protocol Label Switching)
The International Telecommunications Union (ITU) is addressing several standards and recommendations including: G.705, G.707, G.709, G.7713/Y.1704, G.7714/Y.1705, G.7712/Y.1703, G.783, G.8030, G.8050, G.871, G.872, G.8070, G.8080, G.959.1.
These are only a few of the documents that will support GMPLS.  In addition to these documents, several manufacturers are producing their own proposals and recommendations.
Does that mean that GMPLS will never get off the ground?  No, not at all.  With the endorsements of Optical Domain Service Interconnect Coalition (ODSI), the Optical Internetworking Forum (OIF) it is off to a great start.  With GMPLS, tGMPLhe two separate paths of datacom and telecom have converged with great benefits to the carriers and end users alike.
Special thanks to:
I would like to thank Ben Gallaher, Susan Gallaher, and Amy Quinn for their assistance, reviewing, and editing.  A special thank you to all those who assisted me with information and research on the MPLSRC-OP /mail list, especially: Irwin Lazar.
GMPLS Resource Sites:
· MPLSRC.COM  (See GMPLS) 

· IETF GMPLS Architecture 

· IETF GMPLS Framework 

· Vinay Ravuri GMPLS Site 

Rick Gallaher is course director for CCI, and President of Telecommunications Technical Services Inc.  He can be reached at questions@rickgallaher.com.

Rick is also the author of Rick Gallaher's MPLS Training Guide - Building Multi Protocol Label Switching Networks
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	1) An Introduction to MPLS


 HYPERLINK "http://www.convergedigest.com/tutorials/mpls2/page1.htm" \t "_self" 2) Introduction to MPLS Label Distribution and Signaling


 HYPERLINK "http://www.convergedigest.com/tutorials/mpls3/page1.htm" \t "_self" 3) Advanced MPLS Signaling
4) MPLS Network Reliance and Recovery
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